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THE LOS ALAMOS SCILNTIFIC LABORATORY LONG-RANGE A:ARN SYSTEM

by

R~h~r+,~esJardln
University of California

Los Alamos Scientific Laboratory
Los Alamos, New Mexico 87545 USA

and

Jack Ma.hanik
Bradford National Corporation
New York, New York 10057 USA

Abstract. This paper presents a description of the Los Alamos
Scientific Laboratory (LASL) Long-Range Alarm System to the se-
curity conrnunity.

The last few years have brought significant changes in the
Department of Energy regulations for protection of classified
documents and sprcial nuclear maielial. These changes in regu-
lations have forced a complete redesign of the LASL security
alarm system,

LASL covers many square miles of varying terrain and con-
sists of separate technical areas connected by public roads and
communications.

A design study over a period of 2 years produced functional
spccificat.ionsfor a dist~ihul~r!intclllgonce, expandable alarm
system that will handle 30,000 alarm points from hundreds of
d,nta concentrators sprc?,l(!over a 9~0-km’ area. Emphasis in
Lhc dcciqn was on ::onstopoperation, da~a recurity, data conrn2n-
ication, and upward cx.pandabllit, to Incorporai” flrc al~rms and
1}10Colnputer-l?;rlll,l ~li\pfltu4ingof security and fire vehicles.

All aspects of the alarm system were to hc f~ult tolerflnt
from tIICcenlral comput.crsystem down to but not (nclu(iln
Individual data concentrators. Redundant communications ? ;::
trnvcl over pul)licdomalllfrom t.hcnlarmcrlarea to the central
11.11”’n 7! 11 illll,

Intrdurf ion—.—--— .....
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Sy’! IIv’, Owl”v Ilw

TII,,lf)t(AX\y,;tPlllII,flllllh,ll J,. n ]l,ll-t (If tht$

[WI’ ‘iI’f Ir]lll\!Il’, proqr,lm, ThII $,lfllllll,ll’d~, IW 1[11’,1111

rWf’l’”l Itw ulhlrlwt!nq of p~l,y~;lr,llprlllwlInn ,lnd
11111’1,’llrIIIatI’rllll nrrnllnlahilltv,1’1WIIII ,1“, Ia ,Irm
S.y$!.lvm%,



d
.,...

J‘.

d

A@ .,$

..-.

; ‘ii)”-’a

—.

d-1:;::.,:: ,“,:::,, ”

4
..,..’.’\ .,.

,, . . .

‘w...:;,,.;.;:- :.
d.’:. ‘:’.,.

Jx’J
,..

~~~.:,.--”
Figure 1. LORAX system ovcrwiFw,

Because of t+e size of the security upgrarlp
program, the LORAX system is being rhwloperl in two
phases, The first phase, which is strictly secur-
it,i,will incllldeall of the functions il!ustratwl
in Fig. 1 with exception of computer-aided dis-
patch, Software hooks will be marlc available and
thr com;l,)ter-airlecidlsptatch x111 hc added nt a
later date, In the interim, response forces will
he manu,?llydispatched through t~lcphrme or exisl-
ina ra${,,channels.

UC Lo~flxs~clJritvActiv~~+”2.——.—— —. .-_——

Sprr.ific operational activities that nre moni-
tnrerl,astistprl,or controllorlby the LORA~ $,Y’.II-I:1
~,,dit,,~,l,(Irat~Jt.Sar~ as follows:

●Monitnrinq statilsof all int.rllc,!,vlcl~tortiotl
;ystwn (IDS) sensors, that is, acrets/sc-
cure, alarm, tampm and Ilnr fablts,

●Monitorlnrj and controlling all prv~(mn~l
allfhnriznt.innand supcrvislrm sill-zy’,trmz;
that i-,,acc\\:,~/-,wllrr,hadFo/:Jrd rc~durs,
koyhoarrlrntr,yIll,gllilr{lwatch tn,lrs,rfurPs~,

81’arm,and loclllannunciators.

●f,lofl’$orlnqfindcnnt,rnlllngnll IDS trs$t\,

●Mnnlto.lntl<talll’,of th~ IDS rcsprln~,rfiv”cp.

● Prosrwtlnq rrl,pnu”,l!fore{’ prfy)lans rnrrll-
snonrllngto alarm !nrldl’nl~,

● LIM I. II IFIIInn of alfirmr.111111mrlv IIITfrlm !Iw
t,llllll1111: Irblll ,

.(;O1l(lll(’1Itlq (:omplll~r-,1lilt~il(11~,plltrll ,11111

\lll)IV” V !’. IIII1 Of t,hr[D~ W,,;)!)llr,l, f,)!., !,,

.Molntnlnlng 111’inporalIoll,llw! ,Jt.rhlv,ll
records, lnq~, report!,,

•A[~”{I\”,/\I~~II~.iIl(ItIm

●Print,nut of ,~11 ID’;,Illlrnv,wllh r~!t,llllmI
][15 r~~,pnn<~,f(w!:~l,1(IIIMII,,11111 .,t,llllm{llll,,

(II IIw Idml. rr”.l~lutI:wI,

LORA1 s~ftware {s S~5tr!!)iitP(l ,Ind mult~lay-
ered. Distrihllte(iimplies thJ! ,Iy,)r,itnhlecnrh anl
cf,otilreside ir discrete Jrti’:.,?p,lll!l,i,,”ll)(,,,,:! , ,Jf

th~ system, t,lat 1s, the central computer, the
fiplr!Conccntr17tnrs,and in intolliq~nt tw~ln,llr,
l+IJlt illlyurerlmeans the Snftwarc is arranqul+ ili a
hierarchical structure. Thu operating system soft-
ware suppliorlhy Tandem Computers, inc., pruvid!~c
Var!ous facilities for file tn,ln~qrmontand data
communicntlonr, thr LfXtAY exvcutivp programs add
utilitiec for line and screen handling, and finallv
the application programs implement the various
facets of p!dnt f,ecurityprotection. Software at
each lIIVP1 bar. h~nn strllltllrpdirlto fIi II,:l i,,u,ll

mwtult?s facllltat{ng back-up pr~ced[lr[?~whirl] In.

~urc nr,ns:opoppration of th~ $y\t,rm, ,I\WI:I! J-.
tn allow for flltlw.~Qcnwth. Plannt,,q 1:,undrrway
to add firr protpctinn sprvi~cs t,(,t,hp LORAY
$,y’,lomflw tho LASL conplox ond 111. 1 !i. \, ,~l!!

cnmmun~t.y,

whr,n(~v(,t, l) I)c,,, ltIlrI, the LOR,AXsoft.w,lrl,h,ll t) IIII!I

dr’ii!ir~(vltn lak{,advdntaqo of t,lw!Un jrl III I ,11 I.11 i t II, .

ttlrrof ti,.Tanrhm mmp~lfrr t+n[fIts ,Itl,ill,ll,.~.
itr,ltII](I~,f)rfW,lrll, For Ilxfimplc,varh pr~lr!l.,,,,~,ll..
rllt;nflIn Ih,lc,mtr(ll r(,ml)lttr~r Ic. I),lrl(,,l III, ! ,,
llr,$ro~,,, in d d if forpnt p!’llc15S:11’/IllIImoI.v unit ,

Tnndmn proro”,’,1~~.rnns!st of a proqriirnnrIl,l ,lu(! II
“Iopar.llo(Ial,1,1!’11,1.Tho proqrnrnarr,l I., IuI,,. , ,,f,~;
thviofnrr 01II% th (ht,,l nwd tIJ 1)0 S,IVIIII Jt cr!l.
Ic,ll %t,lflr’, nf t,ho opprfitl (m, TIWI T,II1,I(I,, 1111,.I,,ID I. I

‘,,vt)lom 111’,}VIIIII,, f,lrltll II)!, f(l). Inollllo?.i,,” : 11.,,
111,,11111rll,,t.k,, {Jr Il,lr)}contrat pruru<rlll(l!,)1:
(C1’1:). 1111” ,lpl$l’,llll’l,~t,,I),lrk.l,ppr(,r,.,,, .
Itlil1111111 In tho PVIIHI ~~f,1(Ilqlf,ll],lt,,,~1111 .P+r,,.

n,,ll(Ill,rllpllntl of th pror(~;,i flow. All <v<t,~-’
;IMI fippi l(at Ion pro!lrnmh If, Itll,,’,:1!,,11 (,,l,!,II,!,*?
,11.11 wrltton In TAI , whlrh 1$ fin AIIII\l-IiI.v, I1lIw.1.
‘htrlll Illrwl IIIIIIIII,lW,lhII TAI ri!rnplIor ~lotl~~r,lti~~



the reentrant program code so that several copies
of a process can operate simultaneously using the
same memory locations, each with Its own data area
in memory. BY applying enqueueing techniques to
comnon files, it Is possible to Implement mult\-
threading of process tasks within the LORAX envi-
ronment, In other words, several alarms can be
handled simultanmusly by the software on a prior-
ity driven Interrupt basis.

A centralized data base furrtshes the key to
the Inte ration and operation of the distributed

?LORAX so tware. Within the Tandem system, tables
keep track of on-going processes as well as the
location of system resources to provide for optimal
operations and for back-up and restart procedures.
The LORAX data base is implemented through Tandem’s
file management system and provides multikey access
to the diverse elements of the security system,
Executable code anr!data are downline loaded from
the central data base to the field concer?trators
and to intelligent terminals. Messages from these
remote site~ are in turn linked through the data
base to the appropriate security response and log-
ging functions, Management reports are generated
from the data base through the use of the Tandem
qucfy and report generation software package,

Soft~~re in the fi~ld concentrators IS used
to perform three discrete functions within the
LOPAX system.

1. Control th~ interaction between clusters
of CRT terminals, printers, ano other
mwl-mach;ne interface devices to thp c~n-
tral computer.

?. lntwfacc on-line information to mt from
other LOS Alamo$ computers awl thp LORAX
system,

3, Provide all site secllrltyfunctions, i,l-
clwiing int,ru5ion alarm dctcctlon rcporl-

Ing ,711(1 sltr access control,

The appropriate set of object modules and
data tables are downline loaded from the central
computer to each fiela concentr~tor to implement
the required ~ullctionsat the remote site. New
micrcproce-,,orcodes for the field concentrators
Is generated on a development system and loaded
into the Tandem cc+nputer through a serial Fort
where It is stored for subsequent use. If there
is a temporary loss of cotnnunicationwith the cen-
tral computer, the concentrator software associated
with site security IS capable of implernentin~a
reduced set of functions in a standalone mode.

Security Consideratio,ls—

Security considerations for the LURAX system
can be divided Into three areas:

. Se~urlty Internal to an alarm-protected
area.

. Trmsmisslon of the data from the alarm-
protected area to the central alarm sta-
tion, and In turn transmission of the alarm
preplans to the operator’s terminals,

. Security internal to the central alarm
station,

Security Internal to the Alarm-PrctecterlArea

All seLXIrlt.y sensors, wh~ther they are d,~ur
switches, mot!on detectors, badgr readers, etc.,
are monitored by the SCAllAmultiplexer unit, il-
lustrated in Fig 2, The multipl~xor IIJCsporial
security function cdrcisthat perform a dc slipwvl-
ston of each sensor, Tkc supervision will prm-il,)c~~
four different alarm states:

. Tamper alarm .. all sensors and mul!ipll,~tv.
Call{netscontain tamptw switches,

. RPal alarm -- the sensor itsoif has noon
trlgqwcd,
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● Line fault -- the line Is short circuited
(treated as a tamper).

● Line fault -- the line is open circuited
(treated as a tamper).

The supervision tolerance is surh that an
alarm will bc generated with a 6% change ic the dc
current level. The data inputs to the multiplexors
are scanned at least every 103 ms by the multi-

plexer, and any change of state is latched and buf-
fered to be rent to the central alarm station,
Uhen an alarm is generated, the multiplexer will
issllea signal to the central alarm station indi-

cating that it wants to be polled. In addition to
the electrical supervision of the sensors, the
multiplexer itself is located within the alarm-
protected area and is under the premise control of
the roving Protective Force.

Transmission to the Central Alarm Station

The alarm data are transmitted to the c:ntr~l
alarm station at the time th~ multiplexer is
pollsd. The transmission protocol involves a
unique Serd/Response mechanism in which a seed
pattern of 8 bits is sent to the multiplcxor by
the central computer, and the multiplexer operates
on that seed wilh an algorithm contained within
the multiplexer. The algorithm USPS the P-bit
s~ed patt(:rn plUS previous transmissions and other

to 64 bits of information th~t is
$~~~r~~$~~in?he multiplexer then tranr,mits an
8-hit response and a seed of its own to thu central
alarm station, The central computer cnmparos the
response with what i?.has computed, using thr s.unt~
algorithm to indicate that a valid respons~ hat
been ohtalned, The algoritl-mused by the multi-
plexer is uniqu@ to that null:~!exor, and th,flrr
arc up to 10 algorithms in PdCh multiplcxor that
can he called to operate on the data by tho central
?omplltw system. Part of the semi gencratlrm is
10 do an “exclusive or” so there is no repeating
of the hit pattern, R,)rtundant-omnuniclt!on linrs
art> u~cd hnlwul~nearh rrmote nultiplexnr and thr
c~ntral alarm station, The r~dunflant llnes ~rn
usQd for reliahilllty, The data that fir~ trnns-
mi~twl .qlsucontain d 16-i)itCRC check. Thr proto-
cnl h~twcpn th~ multipl~xors and tho central illarm

-,
‘1

station is asynchronousand operates at baud rates
up to 9609.

The altirmmessage transmissions to the opera-
tor stations contain the same security checking as
;~~~n the central alarm station and the multi-

.

Security Internal to the Central Alamn Station

The central alarm station is under supervised
control 24 hours a day, 365 days a year. Thrre is
no attempt made to prevent the knwledgcahle pwson
fr6m getting into the comput~r system if he has
access to the central alarm station; I,owever,all

remote terminals that connect to the central alarm
station have a logical line associated with them,
which allows them to interact only under certain
applic~tlnn programs, In no rdses are external
terminals allowed to control critical parts of the
system data base. The softwarp operating >yst~m
has multiple lrvels of securit,ysuch that chanq~ci
to programs can only be obtained by thp use of tho
appropriate “log on” code words.

Personnel Access rontrol.—.—

Onr of the requirements of the LORAX system
1s that it must be able to talk dir~tly to stanrt-
alone site computers as well as thr SCADA multi-
plexors, illustrated In Fig. 3. Personn~l control
is typiilerlon this diagram by a hadcjebeing read
through an acc?ss control unit. The card informa-
tion will b~ sent to a local standalone computer
system that will Ithorizc access to thr appropri-
ate arcfi. [n tho (went that the perzon is not in
thr local data base. thr acccs~ rrqul’~t will hp
t,”ansmittcclto the centrol alarm ;tatinn t.nrlrtor-
minc if the person can IXYgrantrrlacces% allthori-
?atinn. In the even! of In<t (r stolm I)arl!l,,.,nr
additions to data basvz, infnrm,ltlon i5 downlll,lrt~,,i
from thll central alarm s!atinn tn tho local r,ito
cr ‘roller.

A variation of across control is whf!n ,lr) ac-

COI,I, I Pquest corers from a security area in d IJLICIII’C

statcm This rrquest requires an accn$s/srcurc
switch change and is nlso illustratmi in Fig, 3.
if Iho apllropriatl,hadq~ and Illcnrl[’;arc rf!adinto

1/-..,.”,,,:,,’>

II
..!..+’,:I.. !1 .,

I 1.i ;~.., , .! ... ., .

I



.i I
f“”” ---t -.

l+ +-) 1!

— ! . ..-.”-.

NM(FTERMINALMOOEM LINES
.

FIELD CONCENTRATOR .\> %1, I IAODEM C&81NCT )

c0t4i0Li _// II i\ /

‘5,\ \ .
LEGEND

- lH1 Bus
+.’

— ms. zs?

ANALOG 1[s7 ANALOG TC57 CIATASLOPC

“WI STATION
— CURWN1 LOOP

--- lcl_f PMONt LIMES

Figure 4. DCNMS system configuration,

trw co~p!jter, the compotcr will gerrerate G sign~l
to the central alarm station indicating there is a
request to put m area into ~ccess. The comnanci
fro- t++? central alarm station is sent to the local
SCADA MIJY, and tbe alarms will be masked from that
a?’.e(lat t}lenllltiplexw-,

Reliability and Error Consirferations— ——

Field Concentrator

With the exception of tho field concentrator,
all compon~nt”, of t$r LORAX system are redundant,
Back-up emerqmc,y power is provided to all system
componcnt~, Wh{lc th~ multiplexer provides a sin-
ql~? pcint of fa~lure, deslqn of the system is such
that iI a specific multiplexer g,]esdown, th,,are,?
it colloctf data from will be sufficlentl,y small
so it can b~ patrolled bv a guard during the down-
time, The MTBF of the rnultiplexorinriicat~swrIcan
[?xpectonc failure ev~ry ? years per multtplexor.

Comrumicatlon:—..—.

The corrmunication system (Fig 4) from the
al arm-prot.ectf?d arm to the central ?larm station
conslfts of rf)riundant ohone line$, or In som(l
C,lcr$!,nno l{nr may t-w coax{al cable, Th(.morfrms
at,thr m(lltiplcxor arm s~riundantand switching is
provirk,dso that rti,]ltalor anal~g loophack car br
controlled from the Torh Control ~en{~r at tho
c~nt,r,llalarm stotlon.

Ttw redundont. cmnuun(cat ion linrs come in
througl) dual mork~ms at (ho c~rrtral alarm stat{nn
Into Iwo dlffrr~nt, nsynr}lrono(jt conl)ullers Into
dif’frr{~nt Ta!!dwn comput(!r{. All data, both in thv
mult{plpxnr and tho ccnt,ral complltcr system, aro
Imfff}roli 10 pr(jvf~nt lost, data clurtn!)any tronvnf~,-
$ion tallurr, Thu re,lundant ccunnunicatior)linr!
frow th(’ central alarm 5t3tlon to tho f)pf~rator

statl~m’; are intorf?c~~rito n cpocial piccv uf tfird-
waw that provld ‘ ‘II(I$ccurlt,y rhprkinrj, :rl thr
won! fin oprrlltnr’s tf~rm~nfil sllIlllIl qo down, o
I}firk-llptl~-.mirlalis prnv{dod at tho c~ntr~l alarm
stat ~{m f~w tho dl$patrhl n!] f)f alarnv,,

Central Computer SEE!!!
The central computer syttem is comprised of

three Tandem 16 computers, The ability to cc,ntin-
uously monitor and process security information on
lin~~ can be achieved by this multiprocessor system
specifically designr to incorporate the hardwart~
and softwdre feature necessary for nonstop oprra-
tion,

The Tandem 16 system includ~s the followirl[]
hardware items:

s AI1 nardware modules are riuplicatt?d

. Hardwar~ failut’e of one modul!~ does not af-
fect others

.Multiple paths between all modules

● NO CritiCal power Supplles in the system

● Vwy high intermodulc transfer rates (to
avoid excesstvr?overhond involved in keopinq
all morfulps L)ndatPd with t.hp rllrrpnt s,y<iom
status)

●Repairs ar~ effcctf?d witho~lt. $hutt{nq iinwn
ttx’ system

●11s0 of conventional Circlittry

●t{ardwar~ modules at-r available off thr shltlf

Tho software factors incllhkj tlw followinq:

●A multlproc~~,~or rsp~rntlnq s,y’,t,svn

●An opordtlnq ‘Jt$t,wllcapablv of charlilinq
mcssaqe rout[~s(on 1~{’halfof the applirdt ion
proqrams) to flvoirifnil~rt components

● An Opordting $,yftfwl cflpfihlf$ of r(,confiqur irlq

it f(~lf “on tllr fl y“



● No critical processors (system master-~ are
included that can corrupt the system

.The failure handlina and recovery is not
left to the app’

●The application
dependently of
block structura’

Icat{on programmer -

programs can be written in-
system configuration in a
language.

Central Alarm Station Power

The pcwer system for the central alarm station
consists of normal utility power, which in turn is
backed up by a 30-minute uninterruptible power
suPply (UPS) system, which in turn is backed up by
a diesel-powered electric generating system. The
operator’s terminals at Station 100 are all backed
up under UPC and diesel-generated power.

Reliabilit~,

An extensive reliability analysis has been
conducted on the redundant parts of the system, and
results have shown that the system should be able
t@ proc?ss alarms 99.997% of the time exclusive of
fi~ld concentrator downtime,

As stated previously, all data are buffered
and r,~quirean acknowledgment transmission before

the buffers can be ::leared. Each transmission is
accompanied by a 16-lJitCRC check.

conclusions

The LCRAX system provides a sophisticated,
distributed intelligence alarm syst&n achieved
through the use of a conservative approach.

Fach piece of hardware, while using state-of-
the-art technology, has been proved in previ?.
installations; the software being generated to tic
the system together is structured such that expan-
sions and changes can be easily handled. All SyS-

tem generations can be handled while the systpm is
on line with only a momentary interruption during
changeover to the r,ewconfiguration.

Th~ LORAX systen is scheduled to he op,*r,l-
ticmal during the sutrrnerof CY-81 and will prcvidc
a flexibility and expar,sionof use not obt~ina!llt?
with present off-the-~h,?lfalarm systems.
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